Abstract-Security exploits can include cyber threats such as computer programs that can disturb the normal behavior of computer systems (viruses), unsolicited e-mail (spam), malicious software (malware), monitoring software (spyware), attempting to make computer resources unavailable to their intended users (Distributed Denial-of-Service or DDoS attack), the social engineering, and online identity theft (phishing). One such cyber threat, which is particularly dangerous to computer users is phishing. Phishing is well known as online identity theft, which targets to steal victims sensitive information such as username, password and online banking details. Automated anti-phishing web browser plugin tools have been developed and used to alert users of potential fake emails and websites. However, these tools are not completely reliable in detecting and protecting people from phishing attacks. This is because the "humans are the weakest link" in information security. It is not possible to completely circumvent the end-user, for example, in personal computer use, one mitigating approach for computer and information security is to educate the end-user in security prevention. Educational researchers and industry experts talk about well-designed user security education can be effective. However, we know to our cost no-one talks about how to better design security education (i.e. user-centered security education) for end-users. Therefore, this paper focuses on designing an innovative and gamified approach to educate individuals about phishing attacks. The study asks how one can integrate "selfefficacy", which has a co-relation with the user's knowledge, into an anti-phishing educational game to thwart phishing attacks? One of the main reasons would appear to be a lack of user knowledge to prevent from phishing attacks. Therefore, this research investigates the elements that influence (in this case, either conceptual or procedural knowledge or their interaction effect) and then integrate them into an anti-phishing educational game to enhance people's phishing prevention behaviour through their motivation.
I. INTRODUCTION
In March 2016, John Podesta, the chairman of the Hillary Clinton presidential campaign, received a phishing email with a subject line "*Someone has your password*" (shown in Fig.  1 ). The email greeted Podesta, "Hi John" and then reads, "Someone just used your password to try to sign into your Google Account john.podesta@gmail.com". Then it provided a time stamp (i.e. Saturday, 19 March, 8:34:30 UTC) and an IP address (i.e. 134.249.139.239) in the Location (i.e. Ukraine), where someone used his password. The email also stated "Google stopped this sign-in attempt". It then offered a link Fig. 1 . The John Podesta emails released by WikiLeaks [2] luring him to change his password immediately. Bit.ly [1] provides web address shortening service (i.e. this is heavily used by Twitter users), which can make users easier to share. So, hackers created a Bit.ly account called Fancy Bear, belongs to a group of Russian hackers, to by-pass the web browser phishing email filtering system in order to make the attack successful. Unfortunately, Podesta clicked on the link and disclosed his credentials to the hackers. This incident shows us "humans are the weakest link" in information security. The hacking group, who created the Bit.ly account linked to a domain under the control of Fancy Bear, failed to make the account private. Therefore, this has shown "hackers are human too and they make mistakes (i.e. weakest link)".
Phishing (identity theft) is particularly dangerous to computer users [3] [4] . It synthesizes social engineering techniques (i.e. the art of human hacking) along with the technical subterfuge to make the attack successful [5] . Phishing aims to steal sensitive information such as username, password and online banking details from its victims [3] . Mass-marketing perpetrators commit identity theft to contact, solicit and obtain money, funds, or other items of value from victims [6] . Online Mass-Marketing Fraud (MMF) is a serious, complex and often very organised crime, which exploits mass communication techniques (e.g. email, Instance messaging service, spams, social networking website) to steal people's money.
Automated tools (e.g. anti-phishing, anti-virus and anti-spyware) have been developed and used to alert users of potential fraudulent emails and websites. However, these tools are not entirely reliable in detecting and preventing people from online phishing attacks. For example, even the best antiphishing tools missed over 20 percent of phishing websites [7] [8]. Because the "humans" are the weakest link in cyber security [3] . It is impossible to completely avoid the end-user [9] , for example, in personal computer use, one mitigating approach for cyber security is to educate the end-user in security prevention. Educational researchers and industry experts talk about well-designed user security education can be effective [3] [4] [10] [7] [11] [12] . However, we know to our cost noone talks about how to better design security education for end-users. Therefore, the aim of this research proposal focuses on designing an innovative and gamified approach to educate individuals about phishing attacks. The study asks how one can integrate "self-efficacy", which has a co-relation with the users knowledge, into an anti-phishing educational game to thwart phishing attacks?
We initially focus on identifying how people's "selfefficacy" enhances their phishing threat avoidance behaviour. One of the main reasons would appear to be a lack of user knowledge to prevent from phishing attacks. Based on the literature, we then attempt to identify the elements that influence (in this case, either conceptual or procedural knowledge or their interaction effect) to enhance people's phishing prevention behaviour through their motivation. Based on the literature, we will also attempt to identify whether conceptual knowledge or procedural knowledge has a positive effect on computer users' self-efficacy in relation to thwarting phishing attacks. Furthermore, the current research work integrates either procedural or conceptual (or the interaction effect of both procedural and conceptual) knowledge into an antiphishing educational game to better educate people how to protect themselves against phishing attacks. We believe this will certainly improve users' ability to thwart phishing attacks.
II. RELATED WORK
Educational games and simulations have become increasingly acknowledged as an enormous and powerful teaching tool that may result in an "instructional revolution" [13] [14] [15] [16] . The main reason is that game based education allows users to learn through experience and the use of virtual environment while leading them to approach problem solving through critical thinking [3] . Zyda [17] describes Serious Games as "a mental contest, played with a computer in accordance with specific rules". Michael and Chen [18] proposed the following thematic classification based upon Zyda's definition of Serious Games; Military Games, Government Games, Educational Games, Corporate Games, Healthcare Games, Political and Religious Games. Nevertheless, serious games are quite useful as an effective teaching medium [19] , because it enables users to learn in an interactive and attractive manner [20] . There is a considerable amount of published studies in the literature describing the role of games in the educational context. Bellotti, et al. [21] designed a Massive Multiplayer Online Game (MMOG) for high-school called 'SeaGame' to promote best practices in sea-related behaviours, such as sailing or beach surveillance. The main focus of the 'SeaGame' was to embed the educational content into the gaming context in a meaningful, homogeneous and compelling whole, where the player can enjoy learning while having fun. Authors have concluded that this type of games helps people to improve their best practices in behaviour.
In addition, game based education is further useful in motivating players to change their behaviour. Gustafsson and Bang [22] designed a pervasive mobile-based game called 'Power Agent' to educate teenagers and their families to reduce energy consumption in their homes. They attempted to transform the home environment and its devices into a learning arena for hands-on experiences with electricity usage. The results suggested that the game concept was more efficient in engaging teenagers and their families to reduce their energy consumption during the game sessions. Furthermore, serious games can be effective not only for changing people's behaviour, but also for developing their logical thinking to solve mathematical problems. Eagle and Barnes [23] designed 'Wu's Castle' through an empirical investigation, which is a 2D (2-Dimensional) role-playing game where students developed their C++ coding skills such as loops, arrays, algorithms and logical thinking and problem solving. The results showed that 'Wu's Castle' is more effective than a traditional programming assignment for learning how to solve problems on arrays and loops. One of the most well-established facts within the serious games research is the ability to enhance players' motivation towards learning as they are able to retain their attention and keep them engaged and immersed with games [3] [24] [25] [26] [27] . Other interesting facts of educational games are: (a). The provision of immersive gaming environments that can be freely explored by players and promote selfdirected learning [28] [29] . (b). The immediate feedback process with perception of progress [30] [26] [25] . (c). Their relation to constructivist theories and support of learning in the augmented environment [25] [31] .
The design of serious games is a double-edged sword. When its power is properly harnessed to serve good purposes, it has tremendous potential to improve human performance. However, when it is exploited for violation purposes, it can pose huge threats to individuals and society. Therefore, the designing of educational games is not an easy task and there are no all-purpose solutions [32] . The notion that game based education offers the opportunity to embed learning in a natural environment, has repeatedly emerged in the research literature [33] [34] .
A number of educational games have been designed and developed to protect computer users and to assert security issues in the cyberspace [14] . For example, some educational games teach information assurance concepts, whereas others teach pure entertainment with no basis in information assurance principles or reality. However, there is little research on engagement in the virtual world that also combines the human aspect of security [7] . Therefore, it is worth investigating further on game based learning in order to protect computer users from malicious IT threats such as MMFs.
Even though there are usability experts who claim that user education and training does not work [7] , other researchers have revealed that well-designed end-user education could be a recommended approach to combating against cyber-attacks such as MMFs [35] [11] [12] [36] [37] . In line with Herley [38] , also Kirlappos and Sasse [11] and other researchers argue that current security education on malicious IT threats offers, little protection to end users, who access potentially malicious websites [12] [7] [10] .
Another reason for ineffectiveness of current security education for phishing prevention is because security education providers assume that users are keen to avoid risks and thus likely to adopt behaviours that might protect them. Kirlappos and Sasse [11] claimed that security education should consider the drivers of end user behaviour rather than warning users of dangers. Therefore, well-designed security education (i.e. usercentred security education) should develop threat perception where users are aware that such a threat is present in the cyberspace. It should also encourage users to enhance avoidance behaviour through motivation to protect them from malicious IT threats.
The literature revealed that well-designed games focusing on education could be helpful for learning even when used without assistance. The 'Anti-phishing Phil' game developed by Sheng, et al. [7] reported results confirm that games educate people about phishing and other security attacks in a more effective way than other educational approaches such as reading anti-phishing tutorial or reading existing online training materials. Arachchilage et al. [3] developed a mobile game prototype to teach people how to thwart phishing attacks. Their mobile game design aimed to enhance the user's avoidance behaviour through motivation to protect themselves against phishing threats. The designed mobile game was somewhat effective in teaching people how to thwart phishing attacks as the study results showed a significant improvement of participants' phishing threat avoidance behaviour in their posttest assessment. Furthermore, the study findings suggested that participants' threat perception, safeguard effectiveness, selfefficacy, perceived severity and perceived susceptibility elements positively impact threat avoidance behaviour, whereas safeguard cost had a negative impact on it.
Baslyman and Chiasson [39] have developed a board game that contributes to enhance users' awareness of online phishing scams. Their findings revealed that after playing the game, participants had a better understanding of phishing scams and learnt how to better protect themselves. Kumaraguru, et al. [40] designed and evaluated an embedded training email system that teaches people to protect themselves from phishing attacks during their normal use of email. The authors conducted lab experiments contrasting the effectiveness of standard security notices about phishing with two embedded training designs they developed. They found that embedded training works better than the current practice of sending security notices. Robila and Ragucci [41] evaluated the impact of end user education in differentiating phishing emails from legitimate ones. They provided an overview of phishing education, targeting on context aware attacks and introduced a new strategy for end user education by combining phishing IQ tests and classroom discussions. The technique involved in displaying both legitimate and fraudulent emails to users and ask them to identify the phishing attempts from the authentic emails. The study concluded that users identified phishing emails correctly after having the phishing IQ test and classroom discussions. Users also acknowledged the usefulness of the IQ test and classroom discussion. Researchers at Indiana University also conducted a similar study of 1700 students in which they collected websites frequently visited by students and either sent them phishing messages or spoofed their email addresses [42] .
Tseng, et al. [43] also developed a game to teach users about phishing based on the content of the website. The authors proposed the phishing attack frame hierarchy to describe stereotype features of phishing attack techniques. The inheritance and instantiation properties of the frame model allowed them to extend the original phishing pages to increase game contents. Finally, the authors developed an anti-phishing educational game to evaluate the effectiveness of proposed frame hierarchy. The evaluation results showed that most of the lecturers and experts were satisfied with this proposed system. Previous research has revealed that technology alone is insufficient to ensure critical IT security issues. So far, there has been little work on end user behaviour of performing security and preventing users from attacks which are imperative to cope up with MMFs such as phishing attacks [3] [47] . Many discussions have terminated with the conclusion of "if we could only remove the user from the system, we would be able to make it secure" [48] . Where it is not possible to completely eliminate the user, for example in home use, the best possible approach for computer security is to educate the user in security prevention [3] [10] [4] [11] [49] . Previous research has revealed well designed user security education can be effective [7] [12] [40] [50] . This could be web-based training materials, contextual training, and embedded training to improve users' ability to avoid phishing attacks. One objective of our research is to find effective ways to educate people to identify and prevent from MMFs such as phishing websites.
Therefore, this research focuses on investigating how one can better educate the people in order to protect themselves from phishing attacks. To address the problem, this research attempts to understand how people's "self-efficacy" enhances their phishing threat avoidance behaviour. The research work reported in this paper then discusses how one can integrate people's "self-efficacy", into an anti-phishing educational game design in order to better educate themselves against phishing attacks. Interaction Elements address in the game design Fig. 2 . Elements address in the game design [10] III. GAME DESIGN ISSUES The aim of the proposed game design is to integrate people's "self-efficacy" into an anti-phishing educational game design in order to better educate themselves to thwart phishing attacks. Self-efficacy has a co-relation with individuals' knowledge [51] . For example, uses are more confident to take relevant actions to thwart phishing attacks, when they are knowledgeable of phishing threats. McCormick [52] has revealed that one's knowledge can be influenced by learning procedural and conceptual knowledge associated with. Plant [53] has argued that conceptual knowledge is close to the idea of "know that" and procedural knowledge "know how", in which, both the ideas are imperative to educate one to thwart phishing attacks. Furthermore, his research work described that such conceptual knowledge permits one to explain why, hence the difference of know how and know why. Additionally, McCormick [52] stated that the two ideas of conceptual and procedural knowledge are frequently treated individually, with their relationship being disregarded.
Therefore, in this research, the elements derived from a theoretical model [10] will be used to incorporate into the game design to thwart phishing attacks. The theoretical model [10] (shown in Fig. 2 ) examined whether conceptual knowledge or procedural knowledge effects on computer users' self-efficacy to thwart phishing attacks. Their findings revealed that the interaction effect of both procedural and conceptual knowledge, will positively influence on self-efficacy, which contributes to enhance computer users' phishing threat avoidance behaviour (through their motivation).
IV. INTEGRATING "SELF-EFFICACY" INTO A GAME DESIGN
To explore the viability of using a game to thwart phishing attacks based on "self-efficacy", a prototype designed was proposed. We developed a story addressing "self-efficacy" (in this case, both procedural and conceptual knowledge as well as its interaction effect) of phishing URLs within a game design context.
Please identify which part of the URL indicates phishing?
http://187.52.91.111 /.www.hsbc.co.uk". Fig. 3 . The game player is prompted to identify which part of the URL indicates phishing 1) Story: The game story was created based on a scenario of a character of a small and big fish that both live in a big pond. The game player roll-plays the character of the small fish, who wants to eat worms in order to become a big fish. Worms were randomly generated in the game design. However, the small fish should be very careful of phishers, those who may try to trick him with fake worms. This represents phishing attacks by developing threat perception. The other character is the big fish, who is an experienced and grown up fish in the pond. The proposed mobile game design prototype contains two sections: teaching the concept of phishing URLs and phishing emails. The proposed game design teaches how one can differentiate legitimate URLs (Uniform Resource Locators) from fraudulent ones.
2) Game Design: Each worm is associated with a URL, which appears as a dialog box. The small fish's job is to eat all the real worms, which are associated with legitimate URLs while prevent eating fake worms which are associated with fraudulent URLs before the time is up. If the phishing URL is correctly identified, then the game player is prompted to identify which part of the URL indicates phishing (shown in Fig. 3 ). This determines whether or not the game player has understood the conceptual knowledge of the phishing URL. At this point in time, the score of the game player will be increased to encourage him/her in order to proceed with the game. Nevertheless, if the phishing URL is incorrectly identified, then the game player will get real time feedback saying why their decision was wrong with an appropriate example, such as "Legitimate websites usually do not have numbers at the beginning of their URLs". For example, http://187.52.91.111/.www.hsbc.co.uk. Therefore, this attempts to teach the player about conceptual knowledge of phishing URLs within the game design context. Furthermore, one can argue that presenting the player with different types of URLs to identify if it is phishing or legitimate (i.e. procedural knowledge) then asking them to identify which part of the URL is phishing (i.e. conceptual knowledge), would positively impact on his/her self-efficacy to enhance the phishing threat avoidance.
The proposed game design is presented at different levels such as beginner, intermediate and advance. When the player comes across from the beginner to advanced level, complexity of the combination of URLs (i.e. procedural knowledge) is dramatically increased while considerably decreasing the time period to complete the game. Procedural knowledge of phishing prevention will be then addressed in the game design as the complexity of the URLs presented to the player through the design. The overall game design focuses on designing an innovative and gamified approach to integrate both conceptual and procedural knowledge effects on the game plyer's (i.e. computer users) self-efficacy to thwart phishing attacks.
If the worm associated with the URL is suspicious or if it is difficult to identify/guess, the small fish (in this case the game player) can go to the big fish and request some help. The big fish will then provide some tips on how to recognize bad worms associated with fraudulent URLs. For example, "a company name followed by a hyphen in a URL is generally a scam" or "website addresses associated with numbers in the front are generally scams". This will again aid to develop the player's "self-efficacy" to combat against phishing attacks. Whenever the small fish asks some help from the big fish, the time left will be reduced by a certain amount (e.g. 100 seconds) as a payback for safeguarding measure.
V. CONCLUSION AND FUTURE WORK
This research focused on designing an innovative and gamified approach to integrate both conceptual and procedural knowledge effects on the game player's (i.e. computer users) self-efficacy to combat against phishing attacks. The study asks how one can integrate "self-efficacy" into an anti-phishing educational gaming tool that teach people to thwart phishing attacks? The game design teaches how one can differentiate legitimate URLs (Uniform Resource Locators) from fraudulent ones. The elements derived from a theoretical model [10] incorporated into the proposed game design to thwart phishing attacks. The theoretical model [10] revealed the interaction effects of both conceptual knowledge or procedural knowledge will positively effect on self-efficacy, which contributes to enhance computer users' phishing threat avoidance behaviour (through their motivation). Furthermore, as future research, we attempt to implement this game design and empirically investigate through users in order to understand how their knowledge (the interaction effect of both conceptual and procedural) will positively effect on self-efficacy, which eventually contributes to enhance their phishing threat avoidance behaviour.
The transformative nature of this proposal is in presenting the game based awareness design for individuals to protect themselves against phishing crimes. The proposed game designed that integrated the user's "self-efficacy" will enhance individual's phishing threat avoidance behaviour. This concept is based on the notion that not only can a computer game provides anti-phishing education, but also games potentially provide a better learning environment, because they motivate the user and keep attention by providing immediate feedback. This can also be considered as an appropriate way to reach individuals in society with the message of phishing threat awareness is vital, which makes a considerable contribution to enable the cyberspace a safe environment for everyone.
Eventually, the implemented game will enable the Australian government to protect their citizen being victims of phishing crimes. For example, the Australian government (for example, the office of the children's e-safety commissioner) can also make this game toolkit freely available to the Australian citizens in order to protect them from phishing crimes. Additionally, this proposed game design can be an enormous benefit to Australian schools to educate their children to protect themselves from phishing crimes. The proposed research work is also focused on integrating new knowledge and technology to provide law enforcement and security agencies with automatic devices and capabilities to improve prevention, detection and solution of crimes, and acts of terrorism.
